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Adversarial Robustness Evaluation

Key aspects
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Useful links and implementations

Key results

Preprint: https://arxiv.org/abs/2102.12827 FMN combines desirable traits of minimum-norm attacks to help improve current adversarial evaluations by: Extension towards minimum-norm adaptive evaluations.
Available implementations: _ - finding smaller or comparable minimum-norm perturbations in different ¢ norms; Improvements that have been suggested for PGD, such as momentum, cyclical step sizes
- https://github.com/pralab/Fast-Minimum-Norm-FMN-Attack ' - being less sensitive to hyperparameter choices; and and restarts.
- https://github.com/bethgelab/foolbox - being extremely fast by converging quickly and by performing lightweight steps. Improvements that overcome obfuscated gradients (e.g. gradient smoothing)
- https://qithub.com/jeromerony/adversarial-library We provide extensive experiments and the open source implementation of the attack.
- https://github.com/pralab/secml
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