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Education and Research
03/2023 - ongoing [ University of Cagliari (Italy), Assistant Professor (RTDa). Machine learning security.
10/2021 - 02/2023 [ University of Cagliari (Italy), Postdoctoral Researcher. Machine learning security.

2018 - 2022 [ University of Cagliari (Italy) - PhD (honors) in Electronic and Computer Engineering
Topic: Adversarial Machine Learning.
Graduation date: 18/02/2022
Thesis: Towards Debugging and Improving Adversarial Robustness Evaluations.

2016 - 2018 [ University of Cagliari (Italy) - Telecommunications Engineering, 1st Level Degree (Master).
Graduation date: 25/09/2018. Final degree mark: 110/110, magna cum Laude
Thesis: A novel temporal descriptor for analyzing small and large crowds by computer vision algorithms.

2010 - 2016 [ University of Cagliari (Italy) - Electronic Engineering, 2nd Level Degree (Bachelor). Graduation
date: 22/07/2016. Final degree mark: 104/110
Thesis: Methods and Algorithms for gender classification through face image acquisition.

VISITING RESEARCHER
06/2024 - 10/2024 [ Universitat Autònoma de Barcelona (Spain), Visiting Researcher. Laboratory: CVC.
05/2021 - 08/2021 [ Software Competence Center Hagenberg (Austria), Visiting Student. Laboratory: SCCH.

03/2020 - 06/2020 [ University of Tübingen (Germany), Visiting Student. Laboratory: Bethgelab.

Teaching
INVITED LECTURES, TALKS AND SUMMER SCHOOLS

2025 [ Keynote speaker at the 2025 Alan Turing Women in AI Security Workshop.
2024 [ “Introductory lecture on Security of AI (AML)” (co-lecturer with Prof. Fabio Roli) at the Summer School on

Security and Privacy in the Age of AI, organized by the DistriNet Research Unit at KU Leuven.
[ “Reliable Evaluation and Benchmarking of Machine Learning Models” at the UPM Cybersecurity Postgradu-

ate Summer School, organized by the Cátedra CiberSeguridad at the Universidad Politécnica de Madrid.
[ Keynote speaker at the 3rd Workshop on Rethinking Malware Analysis (WoRMA), co-located with IEEE

EuroS&P 24.
[ Presented “Where ML security is broken and how to fix it” at the Tübingen AI Center, Eberhard Karls Uni-

versity of Tübingen in cooperation with the Max Planck Institute for Intelligent Systems, Germany.
COURSES
2025 - yearly [ University of Cagliari (Italy), Course Instructor. BSc Course on Web Programming, 70 hours.
2024 - yearly [ University of Cagliari (Italy), Course Instructor. PhD Course on Deep Learning and Computer Vision

with PyTorch, 20 hours..
2022 - ongoing [ University of Cagliari (Italy), Teaching Assistant. Machine Learning Security (MSc in Computer Engi-

neering, Cybersecurity and Artificial Intelligence).
2019 - ongoing [ University of Cagliari (Italy), Teaching Assistant. Machine Learning (MSc in Computer Engineering,

Cybersecurity and Artificial Intelligence).
2019 - 12/2023 [ University of Cagliari (Italy), Teaching Assistant. Industrial Software Development (MSc in Computer

Engineering, Cybersecurity and Artificial Intelligence).
THESIS SUPERVISOR (MSC COURSE IN COMPUTER ENGINEERING, CYBERSECURITY AND ARTIFICIAL INTELLIGENCE)

2023 [ Co-supervision of the student Luca Scionis for his MSc Thesis “Neural Network Pruning for Adversarial
Robustness: An Overview and Experimental Analysis”.

[ Co-supervision of the student Giuseppe Floris for his MSc Thesis “Hyperparameter Optimization for Fast
Minimum-norm Attacks”.
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Teaching (continued)
2021 [ Co-supervision of the studentGiovanniManca for hisMScThesis “Understanding Failures of Gradient-based

Attacks on Machine Learning”.
[ Co-supervision of the student Giorgio Piras for hisMSc Thesis “On Explainability ofMachine Learning DGA

detectors from DNS traffic data”.

Research Projects
11/2024 - ongoing [ Participation, with the University of Cagliari, in the EU project “A Comprehensive Trustworthy Frame-

work for Connected Machine Learning and Secure Interconnected AI Solutions” (CoEvolution), GA no.:
101168560, funded by the EU in the programme HORIZON-CL3-2023-CS-01-03.

10/2023 - ongoing [ Participation, with the University of Cagliari, in the EU project “Security for AI and AI for Security”
(Sec4AI4Sec), GA no.: 101120393, funded by the EU in the programme HORIZON-CL3-2022-CS-01.

10/2022 - ongoing [ Participation, with the University of Cagliari, in the EU project “European Lighthouse on Secure and Safe
AI” (ELSA), GA no.: 101070617, funded by the EU in the programme HORIZON-CL4-2021-HUMAN-01.

10/2021 - 04/2023 [ Participation, with the University of Cagliari, in the research project “Huawei R&D Agreement: Deep Re-
inforcement Learning Key Security Technologies”, GA n. TC20201118006.

03/2021 - 10/2023 [ Scientific Coordinator, with the company Pluribus One, of the WP6 (Impact: Benchmark Datasets and
Tool Flow Pilots) of the EU project “Assurance and certification in secure Multi-party Open Software and
Services” (AssureMOSS), GA no.: 952647, funded by the EU in the programme H2020-SU-ICT-2019.

03/2019 - 03/2020 [ Scientific Coordinator, with the company Pluribus One, in the EU project “Software framework for
runtime-Adaptive and secure deep Learning On Heterogeneous Architectures” (ALOHA), GA no.: 780788,
funded by the EU in the programme H2020-ICT-2017-1.

Employment History
03/2021 - 10/2023 [ Pluribus One S.r.l. (Italy), Collaborator. Automated techniques to assess, manage, and re-certify the

security and privacy risks of multi-party open software and services (MOSS). Project AssureMOSS - EU.
03/2019 - 03/2020 [ Pluribus One S.r.l. (Italy), Collaborator. Deep Learning systems in low-power heterogeneous

platforms. Development of a module for evaluation of security against Adversarial Attacks. Project
ALOHA - EU.

02/2018 - 07/2018 [ Pluribus One S.r.l. (Italy), Software developer. Systems for Internet traffic security.

Participation to International Groups and Associations and Service
PARTICIPATION TO INTERNATIONAL GROUPS AND ASSOCIATIONS

2024 [ M
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https://www.aloha-h2020.eu/
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Participation to International Groups and Associations and Service (continued)
WORKSHOP AND CONFERENCE ORGANIZATION
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Participation to International Groups and Associations and Service (continued)
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Participation to International Groups and Associations and Service (continued)
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Participation to International Groups and Associations and Service (continued)
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Participation to International Groups and Associations and Service (continued)
REVIEWER FOR CONFERENCES
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Participation to International Groups and Associations and Service (continued)
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Research Publications
Below is a list of selected publications. The full and updated list of publications is available at
https://scholar.google.it/citations?user=Tu45bY4AAAAJ&hl=it.

SELECTED JOURNAL PAPERS

1 Angioni, D., Demetrio, L., Pintor,M., Oneto, L., Anguita, D., Biggio, B., & Roli, F. (2025). Robustness-congruent adversarial
training for secure machine learning model updates. IEEE Transactions on Pattern Analysis and Machine Intelligence.

2 Mura, R., Floris, G., Scionis, L., Piras, G., Pintor,M., Demontis, A., Giacinto, G., Biggio, B., & Roli, F. (2025). Ho-fmn:
Hyperparameter optimization for fast minimum-norm attacks. Neurocomputing, 616, 128918.

3 Piras, G., Pintor,M., Demontis, A., Biggio, B., Giacinto, G., & Roli, F. (2025). Adversarial pruning: A survey and benchmark
of pruning methods for adversarial robustness. Pattern Recognition, 168, 111788.
� https://doi.org/https://doi.org/10.1016/j.patcog.2025.111788

4 Eghbal-zadeh, H., Zellinger, W., Pintor,M., Grosse, K., Koutini, K., Moser, B. A., Biggio, B., & Widmer, G. (2024).
Rethinking data augmentation for adversarial robustness. Information Sciences, 654, 119838.

5 Mirsky, Y., Demontis, A., Kotak, J., Shankar, R., Gelei, D., Yang, L., Zhang, X., Pintor,M., Lee, W., Elovici, Y. et al. (2023).
The threat of offensive ai to organizations. Computers & Security, 124, 103006.

6 Pintor,M., Angioni, D., Sotgiu, A., Demetrio, L., Demontis, A., Biggio, B., & Roli, F. (2023). Imagenet-patch: A dataset for
benchmarking machine learning robustness against adversarial patches. Pattern Recognition, 134, 109064.

7 Zheng, Y., Feng, X., Xia, Z., Jiang, X., Demontis, A., Pintor,M., Biggio, B., & Roli, F. (2023). Why adversarial
reprogramming works, when it fails, and how to tell the difference. Information Sciences, 632, 130–143.

8 Zheng, Y., Feng, X., Xia, Z., Jiang, X., Pintor,M., Demontis, A., Biggio, B., & Roli, F. (2023). Stateful detection of adversarial
reprogramming. Information Sciences, 642, 119093.

SELECTED CONFERENCE PAPERS

1 Cina, A. E., Rony, J., Pintor,M., Demetrio, L., Demontis, A., Biggio, B., Ayed, I. B., & Roli, F. (2025). Attackbench: Evaluating
gradient-based attacks for adversarial examples. Proceedings of the AAAI Conference on Artificial Intelligence, 39(3),
2600–2608.

https://scholar.google.it/citations?user=Tu45bY4AAAAJ&hl=it
https://doi.org/https://doi.org/10.1016/j.patcog.2025.111788


2 Cinà, A. E., Villani, F., Pintor,M., Schönherr, L., Biggio, B., & Pelillo, M. (2025). σ-zero: Gradient-based optimization of
`0-norm adversarial examples. In Y. Yue, A. Garg, N. Peng, F. Sha, & R. Yu (Eds.),
International conference on representation learning (pp. 91199–91211). � https:

//proceedings.iclr.cc/paper_files/paper/2025/file/e362f86c10bc7aed56bc822c5385ec3c-Paper-Conference.pdf

3 Montaruli, B., Demetrio, L., Pintor,M., Compagna, L., Balzarotti, D., & Biggio, B. (2023). Raze to the ground:
Query-efficient adversarial html attacks on machine-learning phishing webpage detectors.
Proceedings of the 16th ACMWorkshop on Artificial Intelligence and Security, 233–244.

4 Pintor,M., Demetrio, L., Sotgiu, A., Demontis, A., Carlini, N., Biggio, B., & Roli, F. (2022). Indicators of attack failure:
Debugging and improving optimization of adversarial examples. Advances in Neural Information Processing Systems,
35, 23063–23076.

5 Pintor,M., Roli, F., Brendel, W., & Biggio, B. (2021). Fast minimum-norm adversarial attacks through adaptive norm
constraints. Advances in Neural Information Processing Systems, 34, 20052–20062.

6 Demontis, A., Melis, M., Pintor,M., Jagielski, M., Biggio, B., Oprea, A., Nita-Rotaru, C., & Roli, F. (2019). Why do
adversarial attacks transfer? explaining transferability of evasion and poisoning attacks.
28th USENIX security symposium (USENIX security 19), 321–338.
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